MUHHUCTEPCTBO OBPA30OBAHUS 1 HAYKH POCCUICKOM ®EJIEPAITAN
JEOAPTAMEHT I'OCYJIAPCTBEHHOM IMMOJIMTUKHU B COEPE
OBILIEI'O OBPA30OBAHUSA
nIUCbMO
ot 14 mas 2018 r. N 08-1184
O HAITPABJIEHUU UTHO®OPMALIUU

JemapraMeHT TrocymapCTBEHHOH TMONMTHKH B cdepe obmero obOpasoBanus MwuHOOpHayku Poccun
HampasisieT Juisd CBeleHUs paspaboranHble Bpemennoit komwuccueit CoBera Penmepanuu 10  pasBUTHIO
MH(QOPMALMOHHOTO OO0IEeCTBA METOAWYECKHE DPEKOMEHJAIMKM O pa3MelleHHMH Ha WH(OPMALMOHHBIX CTEHAAX,
oUIHATFHBIX MHTEPHET-CalTax M OpYyTruX WH(POPMAIMOHHBIX pecypcax oO0ImeoOpa3oBaTeNbHBIX OpTaHHU3alUil H
OpPTaHOB, OCYLIECCTBIIIOIINX YIpaBieHHe B cdepe oOpa3oBaHMs, HHPOpPMAIMKM O OE30NMacCHOM IOBEACHHU |
rcnonbp3oBanuu cetu "MHTEpHET".

IIpunoxenue
METOJMYECKHUE PEKOMEHIALIUA
O PASMEINIEHUUN HA UTH®OPMAIIMOHHBIX CTEHJAX, O®PUIIUAJIBHBIX
WHTEPHET-CAUTAX U IPYTUX UHO®OPMAILIMOHHBIX PECYPCAX
OBIIEOBPA3OBATEJBHBIX OPTAHU3AIIMIA U OPTAHOB, OCYIIECTBJISIOINX
YHPABJIEHUE B COEPE OFPA30OBAHUSA, TH®OPMAILIMHU O BE3OITACHOM
HOBEJEHHNHA U NCITIOJIb30BAHUU CETH "UHTEPHET"

Okcnepramu W wieHaMu BpemenHoit komuccenu Coera dexpepamun 1o pa3BUTHIO HH(GOPMANHMOHHOTO
o0IecTBa B paMKax BBIITOJHEHHUS] PEKOMEHIANNH MapJaMeHTCKUX CIIyIaHuil "AKTyallbHble BOIPOCH 00ecTieueH s
0e301acHOCTH U pa3BUTHS JeTeil B MHPOPMAIMOHHOM IpocTpaHcTe", koTopsle npouutd B CoBete Deneparuu 17
ampenst 2017 r., b1 pa3zpaboTaHbl METOAMUECKHE PEKOMEHAINK O pa3MelleHnd Ha WH()OPMAIIMOHHBIX CTEH/IAX,
ouIMaNbHBIX MHTEpHET-CaTax W APYIMX WH(OPMAIMOHHBIX pecypcax o0meoOpa3oBaTesbHBIX OpPraHHU3alUi U
OPTaHoOB, OCYLIECTBIIIOIIMX YIpaBieHHe B cdepe oOpa3oBaHMs, MHPOpPMAIMKM O OE30MaCHOM MOBEACHHU U
ncnonp3oBanuu cetr "MHTEpHET" (Hanee - MeTOINYECKUE PEKOMEHIAIIHH).

Meroauyeckne pEeKOMEHJAIMU HAIpaBIeHbl Ha KadeCTBEHHOE MOBBIIIEHHE YPOBHS WH(OpMannOHHOMN
JIeITeIFHOCTH  0011e00pa3oBaTeNIbHBIX OpraHM3alMii ¥ OpPraHoOB, OCYIIECTBISIONIMX YIpaBlIeHHE B cdepe
o0pa3oBaHus, B 4aCTH HHPOPMHUPOBAHHS y4YaLMXCsl, MX POAMTENEH (3aKOHHBIX MPEJCTaBUTEINIEH) 1 MeJarorHyeckKux
pabOTHUKOB 00 OCHOBHBIX acHeKkTax HH()OPMALMOHHOH 0€3011aCHOCTH.

Meroauyeckne  peKOMEHAAIMM  TO3BOJIAT  0OIIe0O0pa3oBaTelbHBIM  OPraHU3alUsM W OpraHam,
OCYILIECTBIISIIOIIUM YIIpaBieHHE B cdepe 00pa3oBaHMs, AKTyaIM3UPOBATh yXKE HCIOIb3yeMble M pa3MeElICHHbIE
MHQOPMALMOHHBIE MaTEePHalbl, TAK M IMOJATOTOBUTh MX B CIIydae MX OTCYTCTBHS C YY4E€TOM JYYIINX HNPAaKTHK U
peKoMeHIalui.

B pamkax MeToIuUeCKUX PEKOMEHIAINNA PacCMaTPUBAIOTCA CIEAYIOIINE HHCTPYMEHTHI:

1. nHQOpPMAITMOHHBIE CTSHIBI,

2. opunnanbHbIe HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi HHPOPMANNH (IIKOJIbHbIE Ta3€Thl, IIeJarornieckKue N3AaHus u Ipyrie).

HNndopmauuoHHbie CTEHABI

Ha wunadoOpMammoHHbIX cTeHZaX B 00meo0pa3oBaTeNbHBIX OPTraHW3aLUAX, PACIOJOXKEHHBIX B Qoiie
yUpeXJIeHuil M B KaOWHeTaX, OCHAIIEHHBIX IEPCOHAIBHBIMHM YCTPOWCTBaMH JUIsi BbIXoja B ceTh "MHTepHer",
PEKOMEHAYeTCsl pa3MeCTHTh WH(OpMalMOHHBIE IaMSTKH, COZIEp’Kallie OCHOBHBIE COBETHI 10 00ECHEYEHUIO
MHPOPMAIMOHHOK 0€30MaCHOCTH YUaITHUXCS.

B mpunoxennn N 1 Kk METOIUUECKHM PEKOMEHAALMSIM TIPEACTABICH 00paser] MaMATKH ISl pa3MEIleHHs Ha

I/IH(I)OpMaI_II/IOHHI)IX CTCHOax.



CpencrBa MaccoBoii HHpopMaUU
B cpenctBax maccoBoii mHMDOPMAIMK, OPUCHTHPOBAHHBIX Ha 00yYarOIIUXCs, PCKOMEHAYESTCS B TCUCHUE YUCOHOTO

Trofa peryisipHO NyOIWKoBaTh HMH(MOPMAIMOHHBIE MaTepHaibl, IIOCBAIICHHbIE OTACIBHBIM  ACHEKTaM

MHPOPMAIMOHHON OE€30MaCHOCTH, a TAK)KE PA3TUYHBIC TAMATKH OOIIEro Xapakrepa.

B cpenctBax MmaccoBod HMH(OpMAalMH, OPHEHTUPOBAHHBIX HA I€arOrHYecKylo OOIIECTBEHHOCTS,
pPEeKOMEHAyeTCsl B TEYEHHE KaJCHAApHOIO Troja peryJsipHo IyOIMKoBaTh HHGOPMAIOHHBIE MaTepHabL,
NOCBAIICHHBIE OTACJIBHEIM AacleKTaM HH(OPMAIMOHHOW OE30IIaCHOCTH KaK HECOBEPILCHHOJETHHX, TaK H
0011e00pa3oBaTeNbHBIX  OpPraHu3aliii, a TakKe pa3i4yHble MaMsATKH, 0030pbl HOPMAaTHUBHO-IIPABOBOTO
perynupoBaHus JaHHOH chepbl ¥ HHPOPMALINIO O aKTyalbHBIX MEPOIIPUATHSIX U COOBITHSX B JaHHOM cdepe.

B xome mpoBemenus ExmHoro ypoka mo 6OezomacHocTH B cetd "HTepHeT" pekoMeHIyeTcs 00ecrednTh
BBIIIYCK TEMaTHYECKOTO BBIIIYCKa CPEACTBAa MAacCOBO HH(popManuu MO0 cepuu NMyOJIHKanuid, cpely KOTOPBIX

pPacCMOTPETh OPraHU30BAHHLIC MCEPONPUATUA 1A 06yqa}0mnxc>1, ux pOL[I/ITeJIeﬁ (3aKOHHLIX Hpe,HCTaBI/ITeHeﬁ) u

MeIaroruyeckom O6IIICCTBCHHOCTI/I.

o0ecneunTh (I)yHKI_[I/IOHI/IpOBaHI/Ie CaMOCTOATCJIBbHOIO W CHCHUAIM3UPOBAHHOI'O pa3acia

O¢puuuanbusie UHTEpHET-pecypcebl
OOmeoOpa3oBaTebHBIM OPTaHM3AIMAM pPEKOMEHIyeTcs Ha CBOMX OQHIHMalIbHBIX VHTepHET-pecypcax

"UndopmannonHas

0e30MacHOCTh", B paMKax KOTOPOTO MPEAyCMOTPETh pa3MeIlicHHE CIeAYIOoIIel HH(opMaIiu:

N|  Pasmen/mompasnen ®dopmar ConeprkaHue MaTepHaIOB
MIPEICTaBICHUS
MaTepHaoB
1.JlokanbHele [Konuu noxymeHTOB [Pa3meniatoTcst KOMMU JOKYMEHTOB, T.€. CKAHUPOBAaHHbII BapHaHT
[HOPMAaTUBHBIE aKThHI B B popmate *PDF  |[nokyMeHTa, COOTBETCTBYIOIIUIT TPEOOBAHUSIM K TTapaMeTpam
chepe obecrieueHus CKaHHpOBaHUs. Pa3MentaoTcs JOKyMEHTHI, periaMeHTHPYIOIIHe
mH(pOpMaMOHHOH OpraHM3aIHIo U padoTy C IEPCOHAIBHBIMH JaHHBIMH, IIaHBI
0e301acHOCTH MeponpusTHii 110 00ecneyeHn 0 HHPOPMAIIHOHHOW 0€3011aCHOCTH
0OyUarommxcs 00yJaroIuXcs U IpyTHUE.
2 [HopmaTusHOE Kormu nokymeHToB [[IyOauKyroTCst akTya bHbIE CBEACHHS O (elepanbHbIX U
[pEryIMpoBaHue B ¢dopmate *PDF  [pernoHasbHBIX 3aKOHAX, MIChMax OpraHOB BJIACTU U APYTHE
HOPMAaTHBHO-IIPABOBBIE JOKYMEHTBI, PETTaMEHTHPYIOLIUE
oOecriedeHre MHQOPMAITOHHOH 0€30TacHOCTH
HECOBEPIICHHOJIETHUX. JlOITyCcKaeTCsl BMECTO KOMUI pa3MellaTh
THIIEPCCHUIKM Ha COOTBETCTBYIOIIHNE JOKYMEHTHI Ha CaliTax OPraHOB
rOCy1TapCTBEHHOM BJIACTH.
3.[[Teqarormueckum [TexcT Ha cTpaHuie [Pa3MeniaroTcs METOUYECKUE PEKOMEHIAIMH U YKa3bIBAETCs
[paboTHHKaM caifta MHMOpMALU 0 MEPOTIPUATHSIX, IIPOSKTAX U IIPOrpaMMax,
[Konuu JOKyMEHTOB [HAaIpaBJIEHHBIX HA MOBBIIIEHHE HHPOPMAIMOHHON TPaMOTHOCTH
B popmare *PDF  |[neparornueckux pabOTHHUKOB.
4 (O6yuarommMcest Texcr Ha crpanune |Pasmeniaercs HHGOpPMaMOHHAs MamsaTka (npuiioxenue N 2) u
caiira yKa3bIBaeTCsl HHOPMAIKS O MEPOIPHUATHIX, IPOEKTaX
MporpamMmax, HalpaBJICHHBIX HA MMOBHIIIEHNE HHPOPMAMOHHOM
FPaMOTHOCTH 00YYaIOIINXCSl.
5.[Pogurensm (3akonHBIM  [Tekct Ha crpanune [Pasmemaercs nHGopManroHHas namstka (prroxerue N 3).
[TPECTaBUTEIISIM ) calita
0OyJarommxcst
6.|lerckue Ge3omnacHbie TexcT Ha cTpanuIle [Pa3memaeTcs HHPOPMAIUI O PEKOMEHYEMBIX K HCTIOIb30BaHUIO B
CaliThI caliTa [yaeOHOM mporiecce 0e30MacHbIX caiiTax, 6aHHEPHI O€30MMaCHBIX
IETCKUX CAalTOB.

Opranam, OCYIIECTBISIONUM yTpaBlieHHe B chepe oOpazoBaHUs, PEKOMEHIYETCS Ha CBOMX OQHUIMAIbLHBIX

I/IHTepHeT-pecypcax o0ecneynTh (1)yHKHI/IOHI/Ip0BaHI/I€ CaMOCTOATCIIBHOTO W CIICHHUAJIU3UPOBAHHOIO pazacia

"Wndopmanunonnas 6€30macHOCTS", B paMKax KOTOPOTO MPEAYyCMOTPETh pa3MelleHne CiIeaytomei nudopmanum:




IIpunoxxenune N 1

ITAMATKA
JIJISI OBYYAIOIIUXCA OB TH®OPMAIIMOHHOM BE3OIMACHOCTH JIETEH

HEJIb341

1. Bcem moapsn coo0maTts CBOIO YacTHYO MHpopManuio (Hacrosmue uMms, (haMuinio, TeaedoH,
azipec, HOMep IIKOJIB, a TaKkKe poTorpaduu CBOU, CBOCH CEMbU U py3ei);

2. OTKpBIBaTh BIOKEHHBIE (hailyibl SIEKTPOHHON IOYTHI, KOI'ZIa HE 3HACIb OTIIPABUTEIIS;

3. I'pyOuth, npuanpaThcsi, OKa3bIBaTh IABICHHUE - BECTH ce0s HEBEIKIIMBO U arpecCHBHO;

4. He pacmnopspkaiics IeHraMH TBOEW CeMbH 0€3 pa3pelieHHs CTapIInX - BCEraa CrpalirBai
poauTenei;

5. He Bctpeuwaiics ¢ MHTEpHET-3HAKOMBIMH B pPEajbHOM JKU3HU - MOCOBETYHCS CO B3POCHBIM,

KOTOPOMY JIOBEpSIELb.

OCTOPOXHO

1. He Bce mumyt mpasny. Ynraemb o cebe HempaBmy B MHTepHETE - co0OmM 00 3TOM CBOUM
POIMTENSAM WU ONIEKYHaM;

2. [lpurnamaroT nepenrchiBaThCs, UTPaTh, 0OMEHUBATLCS - IPOBEPb, HET JIN IOABOXA;

3. HezakonHoe konupoBanue (aiino B IHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBail B3pOCIIBIM 0 poOieMax B CETH - OHH BCEr1a MOMOTYT;

5. Hcrnonb3yii HacTpOWKH 0€30MaCHOCTH W MPHUBATHOCTH, YTOOBI HE MOTEPSITH CBOM aKKayHTHI B

COLCCTAX U APYTrUX MopTaiax.

MOKHO

1. VBaxail Apyrux MoJib30BaTeleH;

2. [Nonp3yemmbes MHTEpHET-NCTOYHUKOM - JIeJail CCHIIKY Ha HETO;

3. OTKpbIBail TOIBKO TE CCBUIKH, B KOTOPBIX YBEPEH;

4. O0wAaTtbcsi 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbl U aJIMUHHCTpAIMs CAaHTOB BCeraa
MIOMOTYT;

5. Ipoiiau oOyduenue Ha caiite "CeTeBUUOK" U MOJYYH MACIOPT HU(PPOBOro rpakiaHuHa!



IIpunoxenne N 2

WHO®OPMALIMOHHAS IIAMSITKA
JUISL OBYYATOIUXCS 1151 PASMEILIEHHS
HA OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOACKH B MHTCPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJLHUKU OJHU M3 CaMBIX
aKTHBHBIX MHoJb30Bareneil PyHera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEH,

HWHTCPHCT HECCT U HpO6J'IeMI>I. OTa maMsATKa JOHKHA [IOMOYb TeOe Oe30macHo HaXOJUTHCA B CCTH.

KomnbroTrepusie BUpYyChI

KommbroTepHslii BUpyC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX HPOrpaMM, OTIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOI1 SIBJISIETCS] CIIOCOOHOCTH K pa3MHOXKEHUIO. B oNoIHEHHE K 3TOMY, BUPYCBHI MOTYT
MOBPEIUTh WIM MOJHOCTBIO YHUYTOXKHUTH Bce (pailibl M JaHHBIC, MOAKOHTPOJIbHBIE MOJIH30BATENIO, OT
MMEHH KOTOpOTro ObUIa 3amyllieHa 3apakeHHas MporpaMma, a TakKe MOBPEIUTh WIN JaKe YHUUYTOXKHUTD
OINEPALMOHHYIO CUCTEMY cO BceMH (paiinmamu B nesoM. B OONbIIMHCTBE CiIydaeB pacHpOCTPaHSIOTCS
BHPYCHI Yepe3 HHTEpPHET.

MeToapl 3aMThI OT BPEAOHOCHBIX IPOrpaMM:

1. Ucnons3yit coBpeMEeHHbIE ONEepalliOHHbBIE CUCTEMBI, UMEIOIINE CEPhE3HbI YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX ITPOIPaMM;

2. TlocrossHHO ycTaHaBnMBalk mauTH (UMQPOBBIE 3alUTATKH, KOTOpbIE aBTOMATHYECKH
YCTAHABIMBAIOTCA C LENbI0 JOPAa0OTKH INPOrpamMMbl) M Jpyrde OOHOBJIEHHS CBOEH OIepannoHHON
cuctembl. CkauuBaili UX TOJNBKO ¢ o(UIMANIBHOTO caiita pa3zpabotunka OC. Eciam cymiecTByeT peKum
aBTOMATHYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE IO MpaBaMu IOJb30BATENs, a HE aJAMUHHCTpaTopa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BpPEAOHOCHBIX TPOTpAaMM HHCTAJUIMPOBAThCS Ha TBOEM II€PCOHAIHLHOM
KOMITBIOTEPE;

4. UHcnonmp3yl aHTHUBUPYCHBIE TMPOTPaMMHBIE MPOAYKTHI HW3BECTHBIX IPOU3BOJUTENEH, C
ABTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3NYECKUI JOCTYI K KOMIBIOTEPY [T HOCTOPOHHHX JTHII;

6. Hcnonp3yil BHeIIHME HOCUTENH HH(OpMAlMM, Takue Kak (iemka, AUCK Wik ¢ailn u3
WHTEpPHETA, TOIBKO U3 MPOBEPEHHBIX NCTOYHHKOB;

7. He oTkpeiBaii KOMIBIOTEpHBIE (aiiiibl, MONTyYEeHHbIE M3 HEHAJEKHBIX HCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOPBIE MPHUCITA TBOW 3HAKOMBIH. JIydllle yTOYHHM Y HETro, OTIIPABIISLII JIH OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He Buj nepefayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb Opera, mapka. Eme B 1991
roJy HujAepiaHicKas KoMIaHus 3apeructpupoBaia Openg "WECA", yto 0003Ha4ano cjioBocoueTaHUe
"Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecnpoBOIHAsS TOYHOCTH'.

Jlo Hamero BpeMeHH Jionuia Apyras abopeBuarypa, KOTopas SABJSIETCS TAKOH K€ TEXHOJIOTHEeH. ITo
ab6pesuatypa "Wi-Fi". Takoe HazBaHue ObUIO IaHO ¢ HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOW TEXHUKH

Hi-Fi, uTo B nmepeBosie 03HayaeT "BBICOKAs TOYHOCTH'.



Ha, OecrmiaTHBIH MHTEPHET-IOCTYH B Kade, OTelsIX M adpolopTax SBISETCS OTIMYHON
BO3MOJKHOCTBIO BBIXOJa B WHTepHET. HO MHOTHE 3KCTIepTHI CUHTAIOT, uTO obmenoctynHbie Wi-Fi cetn He
SABJISIFOTCS O€30IaCHBIMHU.

CoBeTblI 110 6€30MaCHOCTH PabOThI B 00MIEOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyr0 WHGOpMAIHIo Yepe3 odmeaoctynuasie Wi-Fi cetu. Pabotas B Hux,
JKeJIaTeTbHO He BBOAWTH MAPOIIX AOCTYIIA, IOTHHBI U KaKHUe-TO HOMEPa;

2. Hcnonwp3yii u OOHOBJSIH aHTUBHPYCHBIE MpOrpaMMbl W OpaHaMayep. TeM caMbIM Tl
obe3omacuins cedst 0T 3aKaYKy BUPYyca Ha TBOE yCTPOUCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmoun dynkiuio "OOmmit goctyn k ¢aitiaMm u npuHTepam’.
HanHast QyHKOHSA 3aKpbITa 1O yMONYAaHHUIO, OJHAKO HEKOTOPHIC IOJF30BATENM AKTUBHUPYIOT €€ s
y100CTBa UCIIOIL30BaHMs B paboTe win yueoe;

4. He ucnonp3yit myommunsiii WI-FI s nmepenaun nu4HBIX JaHHBIX, HapuUMep Ui BHIXONA B
COLIMANILHBIE CETH WM B 3JICKTPOHHYIO MIOYTY;

5. HUcmonp3y#t Tonpko 3ammieHHoe coenuaenue depes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
ajzipeca BBOJIY UMEHHO "https://";

6. B mobunpHOM Tenedone oTkimroun (ynkiumio "llogkmouenne k Wi-Fi aBromatmuecku". He
JIOITyCKail aBTOMAaTH4ECKOTO TOAKIIOYEHHUST YCTporcTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CouuaJjbHble ceTH

CoupanbHble CETH aKTUBHO BXOJST B HAIIy KH3Hb, MHOTHE JIFOIU Pa0OTAIOT U XKHUBYT TaM MOCTOSHHO, a
B Facebook yxe 3apernctpupoBaH MUITHApP] YEIOBEK, YTO SIBIISIETCS OJHOW CEAbMON BCEX JKUTENeH
TUTaHeThl. MHOTHE TOJh30BaTeNM HE MOHUMAIOT, YTO WHPOpPMALUs, pa3MElIeHHAass UM B COLUAIBHBIX
CEeTSX, MOXET OBITh HailJleHa W WCIOJF30BaHA KeM YTOJHO, B TOM YHCIIe He 00s3aTeNbHO C OJaruMu
HaMEpEeHUSIMHU.

OCHOBHBIE COBETHI IO OE30ITACHOCTH B COITUANTBHBIX CETAX:

1. Orpanmub crnucok npy3eil. Y TeOs B Jpy3bsiX HE JODKHO OBITh CIYyYallHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3ammmai cBOIO 4YacTHYIO KM3Hb. He ykaspiBail mapoinu, TenedoHbI, aapeca, AaTy TBOETO
POXICHUS ¥ JAPYTryl0 JUYHYI WHGOpMaNuio. 3IOYMBIIUICHHHKA MOTYT HCIOJB30BaTh JaXe
WHQOPMAIUIO O TOM, KaK Thl U TBOW POJUTENH TUIAHUPYETE MPOBECTH KAaHHUKYJIBI,

3. 3amumiaii CBOIO peIryTalHrIo - IEPKU €€ B YHCTOTE U 33J1aBail cebe BOIpOC: XOTel OBl ThI, YTOOBI
Jpyrue TOJb30BaTeNM BWJACIH, YTO ThI 3arpyxkaemb? [lomymaii, mpexxae 4eM 4TO-TO OITyOJIHMKOBATh,
HalMcaTh U 3arpy3uTh;

4. Ecnu ThI TOBOPHUIIB C JIFOABMHU, KOTOPBIX HE 3HAellb, HE HCIONB3YH CBOE peajbHOEC WMS U
JIPYTYI0 JHYHYI0 HH)OpMAILIUU: UMs1, MECTO JKUTEIILCTBA, MECTO Y4eObl U MpoUee;

5. U36eraii pazmemenus ¢pororpaduii B IHTEpHETE, T7€ THI H300pa)KEH HA MECTHOCTH, IT0 KOTOPOit
MOYKHO OIPEACTUTh TBOE MECTOMOJIOKEHUE;

6. Ilpu peructpaunu B CONMAILHON CETH HEOOXOIUMO HCIIONB30BATh CJIOKHBIE MTAPOJIH, COCTOSIINE
n3 OYKB ¥ TGP 1 C KOTUIECTBOM 3HAKOB HE MEHee §;

7. na conuaiabHOM CeTH, MOYTHI U JPYTrUX CaWTOB HEOOXOIMMO HCIOJIBb30BaTh Pa3HbIC HMapOJIH.
Torna ecnut TeOs B3IOMAIOT, TO 3JIOYMBIIIICHHUKY TIOJTy4YaT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHBbIE IeHbI'H
DJEeKTPOHHBIE ACHBIU - 3TO OYEHDb YAOOHBIN COCOO TUIATEKEH, OAHAKO CYIIECTBYIOT MOLICHHHUKH,

KOTOPBIC XOTAT IMOJTYUYUTH OTU JCHBI'U.



ONeKTpOHHBIE ACHBIU TIOSBUIINICH COBCEM HEIaBHO U MMEHHO M3-32 3TOTO BO MHOTHX TOCYIapCTBax
JIO CHX TIOp He MPOIKCAHO PO HUX B 3aKOHAX.

B Poccum e oHM (D)yHKIMOHUPYIOT M O HHUX YK€ TPOIHUCAHO B 3aKOHE, TOE€ WX Pa3leisiioT Ha
HECKOJIKO BHJIOB - aHOHMMHEIE U HE aHOHMMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemniaeTcs MPOBOJUTH ONEpauuu 0e3 HICHTU(GHUKAIMKA TONb30BaTeNs, a B HEAHOHUMHBIX
UACHTU(OHUKALINS TIOTB30BATENS SBISIETCS 0053aTEIbHOM.

Taxoke cinenyeT pa3nnyaTh JIEKTPOHHbIE (PUATHBIE JCHBIH (PaBHBI TOCYAaPCTBEHHBIM BAIIOTaM) H
AIIEKTPOHHBIE He(hHaTHBIE NeHBI'H (HE PAaBHBI TOCYJaPCTBEHHBIM BATIOTAM).

OcCHOBHBIE COBETHI IO OE30MACHOH PabOTE € TEKTPOHHBIMH JEHbIAMU:

1. IlpuBsokm K cueTy MOOWIBHBIN TenmedhoH. OTO camblii yAOoOHBIA W OBICTPBINH CIIOCOO
BOCCTaHOBUTH JOCTYIl K cueTy. llpuBsizaHHblii TeredoH MOMOXKET, ecilu 3a0yAelib CBOHM IUIATEXKHBIH
MapoJib WIM 3aiIeIb HA CAlIT C HE3HAKOMOr'0 YCTPOUCTRA;

2. Wcnonw3yit onHopa3oBbie mapoiu. [locne mepexona Ha yCHIIGHHYIO aBTOPH3AIUIO TeOe yxe HE
OyZIeT yrpoxaTh OMaCHOCTh KPa)XKH WJIH ITEPEeXBaTa IJIATeKHOTO TapOIIs;

3. Bwibepu cinoxHbiid maponb. [IpectynmHukam OyAeT HE HpPOCTO yraiaTh CIOXKHBIA ITapoJib.
Hanexnble maponu - 3To mapoin, KOTOpbIe COAepKaT He MeHee 8 3HaKOB U BKJIFOYAIOT B Ce0S CTPOYHEIE U
MPONHCHBIE OYKBBI, IU(PHI H HECKOJIBKO CHMBOJIOB, TaKHE€ KaK 3HAK J0Jutapa, QyHTa, BOCKIHIATEIbHBIN
3Hak u T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMUHBIE JaHHBIE HA caiiTax, KOTOPHIM HE OBEpSEIIb.

JJIeKTPOHHAsI IOYTA

OneKTpoHHas MouYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIseMble €l0 YCIYTH IO MEepechbUIKe U
MOJTyYEHUIO DIIEKTPOHHBIX COOOIEHUH, KOTOpBIE pacIpeAelsioTcs B KOMITBIOTEpHOH cetn. OOBIYHO
AJNIEKTPOHHBIM TOYTOBBIN SIMIMK BBITJISAUT CIEAYIONIMM 00pa3oM: HMMs_IOJb30BaTEISI(@UMSI_JOMEHA.
Takxe KpoMe mepeiayn MPOCTOr0 TEKCTa, UMEETCSI BOSMOXKHOCTh TIepeIaBaTh (Paiiibl.

OCHOBHBIE COBETHI 10 0€30IACHON PAdOTE C CKTPOHHOMN MOYTOM:

1. Hamo BBIOpaTh mNpaBWIBHBIA TIOYTOBBIM CepBUC. B WHTEpHETE €CTh OTPOMHBIA BBIOOP
OecrTaTHBIX MTOYTOBBIX CEPBHCOB, OJHAKO JyYIe JOBEPATh TEM, KOT'O 3HAEIIb U KTO MEPBHIN B pEHTHHTE;

2. He yka3piBali B JW4YHOW Tmoure JWYHYR wuHpopMmammto. Hampumep, mydmie BbIOpaTh
"My3bIKaIbHBINH _(haHaT@" nim "pok2013" BmecTo "Temal3";

3. Ucnons3yil IBYX3TAaHYI0 aBTOPU3ALMIO. DTO KOrJAa MOMHUMO Hapoiisi HYXHO BBOJUTH KOJ,
npucbuIaeMblid mo SMS;

4. Bpibepu CIOXHBIN Mapoib. [ KaKIoro MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOWM HAIC)KHBIM,
YCTOMUYMBBIN K B3JIOMY [1apOJIb;

5. Ecnn ecTh BO3MOKHOCTD HalMcaTh CAMOMY CBOM JIMYHBIN BOIIPOC, HCITOJIB3YH 3Ty BO3MOYKHOCTB;

6. Vcnonp3yil HECKOJBKO IMOYTOBBIX SIIUKOB. IlepBBI 1151 4YaCTHOM MEPENUCKU C aJpecaTami,
KOTOPBIM THI JIOBEPSEIIb. DTO INEKTPOHHBIH apec He HaJl0 MCIIOJIb30BaTh IPU PETUCTPAIH Ha (hopymax
U calTax;

7. He oTkpeiBaif (paiinsl 1 ApyTHE BIOKEHUS B IIMChMaX, Aa)Ke €CIIM OHM MPHIIUTA OT TBOUX JpYy3eil.
Jly4iie yTouHM y HUX, OTHPABIISIIN JIM OHU TeOe 3TH (ailiibl;

8. Ilocne okoH4aHHs pabOTHI HA IMMOYTOBOM CEpPBHCE MEPEN 3aKPHITHEM BKIAJKH C CAlTOM He
3a0ynp Haxath Ha "Beriita".

Ku6epOy JMHT WM BUPTyaJbHOE H31€BaTEJIbLCTBO
KubepOymnuar - mpecnegoBaHue COOOIICHUAMH, COIACPKAIIMMHU OCKOPOJICHUS, arpeccHio,

3aIyTUBaHUE; XyJIUTaHCTBO; CONMAIbHOE OOMKOTHUPOBAHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.



OCHOBHBIE COBETHI 110 OOPHOE ¢ KHOCPOYIMHIOM:

1. He 6pocaiicsa B 00ii. JIyumuit crioco0: MOCOBETOBATHCS KaK ce0sl BECTH H, €CIIH HET TOT0, K KOMY
MOYKHO OOpaTUTBCS, TO BHayaje YCHOKOMTHCS. Eciam Thl HayHelmb OTBEYaThb OCKOPOJICHHMSMH Ha
OCKOPOJICHUS, TO TOJBKO eI OO0JIBIIe Pa30XIKEITh KOH(IHMKT;

2. Ympasisiii cBoei kubeppenyTanueii;

3. AHoHMMHOCTb B ceTH MHUMas. CyIIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOMT 33 aHOHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyIWUTaHCKHHA 00pa3 BUPTyallbHOW Xu3HH. MHTEpHET (uKCHpyeT Bce TBOU
JEHCTBUS U COXpaHseT UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyAHUTEIHHO;

5. Cobmroail cBOIO BUPTYaIbHYO YECTh CMOJIONY;

6. HWrHopupyii eauHuuHblli HeratuB. OAHOpPA30BBIE OCKOPOUTENbHBIE COOOIIEHHS JIydlle
uraopuposatb. OOBIYHO arpeccusi MPeKpaIlacTcs Ha HadyaJlbHOW CTaIHH;

7. ban arpeccopa. B nporpamMmmax oOMeHa MIHOBEHHBIMU COOOLICHUSIMHU, B COLIMANBHBIX CETIX €CTh
BO3MOXXHOCTb OJIOKMPOBKHU OTIPAaBKU COOOLICHUH C ONPENEIICHHBIX alpecoB;

8. Ecim THI cBuzmerens kuOepOyimHra. TBOM AEWCTBHA: BBICTYINHUTH NPOTUB IpecieloBaTels,
MOKa3aTh €My, YTO €ro JAEHCTBUS OLICHUBAIOTCS HEraTUBHO, HOAAEPXKaThb >KEPTBY, KOTOPOH Hy)KHA
MICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIBIM O (JaKTE arpecCHBHOTO MTOBEICHUS B CETH.
MoOunbHbl1i Tes1edon

CoBpemenHbIe cMapT(OHBI W TUIAHIIETHI COJIEPKAaT B cebe BIOJHE B3POCHBIA (YHKIHOHAN, H
Tenepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMIbIOTepaMu. OJHAKO, CPEICTB 3aLUThl IS
NMOJOOHBIX YCTPOMCTB MOKa OUeHb Majio. TeCTUpOBaHKEe U TIOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK
MHTEeHCHBHO, Kak 1yis 11K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX MPUIIOXKEHHH.

CoBpeMeHHBIE MOOHJIBHBIE Opay3ephl y)Ke MPaKTHUECKH JOTHAJIM HACTOJBHBIC aHAJIOTH, OJTHAKO
paciuiperre QyHKIMOHaa BJIeYeT 3a COO0M OOJIBIIYIO CI0KHOCTh M MEHBLIYIO 3aIUIIEHHOCTb.

Janexo He Bce MPOM3BOJMTENN BBITYCKAIOT OOHOBJICHUSI, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOUIBLHOIO TelieoHa:

Huuero ne sBnsiercss mno-HacTosimeMy OeciutaTHbIM. byzap octopoken, Beap korga Ttebe
npesIararoT OecrIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO TUIaTHBIE YCIYTH;

Hymaii, npexnae yem otnpaButb SMS, ¢oto mnm Buzpeo. Tl TOYHO 3Haellb, Ille OHU OyIyT B
KOHEYHOM HTore?

Heo6xo1umo 0OHOBIISATE ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(¢OHa;

Hcnonb3yit aHTHBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX Tele(hOHOB;

He 3arpyxaii npuioxeHust OT HEU3BECTHOTO UCTOYHUKA, BEJlb OHU MOTYT COJIEPKaTh BPEJOHOCHOE
porpaMMHoe oOecrieueHme;

ITocne Toro kak ThI BBHIANENIL C caliTa, TJEC BBOJIWI JUYHYIO MHOOpPMAIHIO, 32l B HACTPOUKH
Opaysepa u ynanu cookies;

[Nepuoauuecku npoBepsii, Kakue TIAaTHBIE YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

HaBaii cBoil HOMep MOOWIBHOrO TenedoHa TOJNBKO JIOASM, KOTOPBIX TBl 3HACIIb M KOMY
JIOBEpSICIIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAa Thl UM HE MOJb3yenbes. He 3a0bIBail nHOTIA IPOBEPSITH
3T0.

Online urpst



CoBpeMeHHBIC OHJIAHH-UIPBI - 3TO KPAaCOYHBIC, 3aXBATHIBAIOIINE Pa3BICUCHUS, OO0BEIUHSAIONINE
COTHHM THICSIY YEJIOBEK 110 BceMy MUpy. MIpoku McClIenyoT JaHHbIM UM MUp, 00IIat0TCs APYT C APYIoOM,
BBIMIOJTHSIOT 3aJaHMs, CPaKAIOTCA C MOHCTPAMU M IOJYYaloT OMBIT. 3a YAOBOJLCTBUE OHH ILIATSAT:
MOKYHArOT AUCK, OIUIAYMBAIOT A00OHEMEHT WM IIPUOOPETAIOT KaKHe-TO OILIUH.

Bce »TH cpenctBa MayT Ha TMOAJEpXKAaHUWE W Pa3BUTHE WIPHI, a TAKXKEe HAa caMy O€30MacHOCTb:
COBEPILEHCTBYIOTCS CHUCTEMBl AaBTOPHU3ALMM, BBIIYCKAIOTCS HOBbIE MaT4M (UUQPOBBIE 3aIUIATKH AT
MPOTrpaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOMT omacaTtbcsi HE CTOJBKO CBOMX COINEPHUKOB, CKOJBKO KPaXKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3aLuH OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO UTPOBOI0 AKKAYHTA:

1. Ecnu apyroit Urpok BeneT ceds IUIOXO WM co3faeT Tede HENpHUSTHOCTH, 3a0JIOKHpYH ero B
CIIMICKE UTPOKOB;

2. Tloxanyiics amMUHHCTpaTOpaM HIPhl Ha IJIOXO€ MOBEACHHWE ATOTO HUIPOKa, KEIaTelIbHO
NPUIOKUTH KaKHe-TO 10Ka3aTelbCTBA B BUIE CKPUHOB;

3. He ykasbiBaii muuHyto HH(pOpMaIuo B Ipodaiiine urpsl;

4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hUITUAIBHBIC TATYH U MOJIBL;

6. Mcnonb3yil COKHBIE U pa3HbIE MAPOIIH;

7. axxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTb aHTUBUPYC. IIoka Thl urpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3uThb.

DUIIMHT WU KPaKa JHMYHBIX JAHHBIX

OObIyHON Kpakel JeHer M JAOKYMEHTOB CErOJHs YK€ HUKOTO0 HE YIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKA TEPEeMECTHINCh B HMHTEPHET, W MPOJIOJDKAIOT 3aHUMAThCS
" TFOOUMBIM" JIETTOM.

Tak mosiBUIack HOBas yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TJaBHas 1€ KOTOPOTO
COCTOUT B TMOJNyYEHWH KOH(QUACHIMAIBHBIX JaHHBIX I[OJb30BaTeNell - JIOTMHOB W maponed. Ha
aHrIMKcKoM si3bike phishing unTaercs kak ¢umuHr (ot fishing - peiOHas 0B, password - MapoIb).

OcHOBHBIE COBETHI IO OOPHOE C PUITMHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl mojo3peBaelb, YTO TBOS aHKeTa Obla B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KUPOBATh €€ U COOOIUTH aAMUHICTPATOPaM pecypca 00 3TOM KaKk MOXKHO CKOPEE;

2. Ucnonw3yit Oe3onacHbIe Be0-CalThl, B TOM YHCJIC, UHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonp3yli clOXHBIE M pa3Hble Napoid. TakuMm oOpa3oMm, eciau TeOs B3JIOMAaIOT, TO
3JI0YMBIIIIICHHUKH TOJTyYar JOCTYII TOJIBKO K OJJHOMY TBOeMY MPO(MUIIIO B CETH, & HE KO BCEM;

4. Eciu TeOs B3OMand, TO HEOOXOAWMO TPEAyNpEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
noOaBiieHbl y TeOs B APY3bAX, O TOM, YTO TeOsl B3JIOMalM M, BO3MOXXHO, OT TBOETO WMEHH OyneT
pacchiiaThes CraM M CChUIKU Ha (PUIIIMHTOBBIE CANTEHI,

5. Ycranosu HagexHbli napons (PIN) Ha MoOMnbHBIH TenedoH;

6. OTKJII04YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpeiBaii ailnbsl U Ipyrue BIOKEHHUS B MUCbMaX, Aa)Ke €CJIM OHU MPHUIIUIMA OT TBOUX JPY3EH.
Jlydie yTOYHM Y HUX, OTHPABIISLTH JTM OHU TeOe ATH (aiiibl.

Hudposas penyranmus
[udpoBast permyrammst - 3TO HEraTHBHAs WM IIO3WTHBHAs HMHpOpMamus B ceTH O Tebe.

KOMHpOMCTI/Ip}/'IOIJ_[aH I/IH(l)OpMaLII/IH, pa3sMCIICHHAaA B UHTCPHCTEC, MOXKCET CCPLC3HBIM 06p330M OTpa3uThLCA



Ha TBOCH peanbHOU >xu3HU. "lludposas pemyramus" - 3TO TBOH HMHUIDK, KOTOPBIH (opMUpyeTCS H3
nH(DOpMaIu 0 TeOe B MHTEPHETE.

TBoe MecTo XWTenbCTBa, y4eObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUINBACTCS B CETH.

MHorue mOIPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyONWKaluu JIMYHOW WH(pOpManuu B
WnTepHere, He NMOHMMas BO3MOKHBIX HOcieAcTBUM. Thl maxe HE CMOXKEIIb IOrafaThCsi O TOM, YTO
¢ororpadus, pasMerieHHas 5 JeT Ha3al, cTajla IPUYMHON 0TKa3a MPUHSATH TeOs Ha paboTy.

KommenTapun, pasmemenue tBoux (otorpaduii u npyrue OeHCTBUS MOTYT HE HCYE3HYTh JaXe
MOCJIe TOTO, KaK Thl MX YAalNuilb. Thl HEe 3Haellb, KTO COXpaHMWI 3Ty MH(OpMAIUIO, Tonajia 1 OoHa B
MIOWCKOBBIC CHUCTEMBl M COXPAaHMJIACh JIM OHA, a TJIABHOE: YTO HOAYMArOT O TeOe OKpY’Karollue JIOIH,
KOTOpbIEe HAMIYT U YBUAAT 3T0. HaliTh MHPOpPMAaLIIO MHOTO JIET CITyCTSI CMOXKET JII000H - Kak U3 T00phIX
No0YXIE€HHUH, TaK U C HAMEPEHUEM IIPUIMHUTH Bpell. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pEMyTaLUH:

1. [Momymaii, ipexkae 4eM 9To-TO IMyOJMKOBaTh M IepenaBaTh y ce0s B OJIOTe WM B CONMATBHON
CeTH;

2. B mactpoiikax mpodwuias yCTaHOBH OrpaHHYEHHUS Ha TPOCMOTP TBOEro MPOQWIs W €ro
COJIEPKUMOTO, CclIeail ero TOIbKO "ist npy3eit”;

3. He pasmemait m He yka3piBail WH(pOpPMAIHIO, KOTOpass MOXET KOro-THMO0 OCKOPOJIATh HITH
00MKaTh.

ABTOpCKOe IPaBo

CoBpeMeHHBIE IKOJILHUKY - aKTHBHBIE MIOJIH30BaTeNU HU(POBOTo MpocTpancTBa. OHAKO AalieKo HE BCe
3HAIOT, YTO II0JIb30BAaHWE MHOTHMMH BO3MOXKHOCTSMH LU(POBOrO MHpa TpeOyeT COONIOACHUS MpaB Ha
WUHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTYaTbHas COOCTBEHHOCTh" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHHUSM YEIOBEUYECKOrO
yMa, HaYMHasl C HOBBIX M300PETEHNH 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha TIPOYKTHI U YCIIYTH, U
3aKaH4YMBasg KHUTaMH, (poTorpadusiMu, KHHOGUIBMAaMU M MY3bIKQJIBHBIMHU IIPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha TPOW3BEICHUS HAYKH,
JUTEPaTypsl M HUCKYCCTBA. ABTOpPCKME IIpaBa BBICTYNAIOT B KayecTBE TapaHTUM TOTO, YTO
WHTEJUICKTYAIbHBIA/TBOPUSCKUI TPy, aBTOpa HE OyJeT HampacHbIM, JacT €My CIHpaBeIjIuBEIC
BO3MOXXHOCTHU 3apa0boTaTh Ha pe3yibTaTax CBOErO TPy[a, MOJyYUTh M3BECTHOCTh M Npu3HaHue. Hukro
0e3 paspellieHHsT aBTOpa HE MOXKET BOCIPOU3BOJUTH €0 TPOU3BEICHUE, PACIPOCTPAHSTh, IMyOIHIHO
JEeMOHCTPUPOBATh, MpPOAaBaTh, HMIIOPTHPOBATh, IIycKarb B IPOKAT, IYOJUYHO HCIOJHATS,
MOKa3bIBaTh/UCHIOIHATE B d(HUpe WK pa3meniats B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” MmporpaMMHOIO 00ecTieYeHHsI MOKET MPUBECTH K MHOTHM PHCKaM:
OT MOTEPH MAAaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOErO YCTPOMCTBa, TI€ YCTaHOBJIEHA
HEJICTAJIbHasd IIporpaMma. He crout Taxke SaGBIBaTB, 4YTO CYIIECTBYIOT JICTAJIBHBIC M OecIuIaTHbIE
NPOrpaMMBbl, KOTOPBIE MOKHO HaWTH B CETH.

O nopraJje
CeteBH4OK.pd - TBOW IIIaBHBIH COBETYMK B CETH. 3[€Ch Thl MOXKEIIb Y3HaThb O OE30IaCHOCTH B CETH
IOHATHBIM M JOCTYIIHBIM SA3BIKOM, a IPpW BO3HHUKHOBCHUH KpHTH‘IeCKOﬁ CUuTyanuun O6paTI/ITBC$I 3a

COBETOM. A Taxxke MNPUHATH YIaCTHC B KOHKYpPCax U CTaTb CAMbIM I.IPI(l)pOBLIM Fpa)l(,[laHI/IHOM!



[Ipunoxxenune N 3

HMAMATKA U1 POJIUTEJENR OF MTH®OPMAIIMOHHOM BE3OIMACHOCTH JIETEM

Omnpenenenne TepmMuHa "WHQOpPMaMOHHAs Oe30macHOCTH Aereil" comepxurcs B DenepanbHOM
3akoHe N 436-03 "O 3amuTe mereld oT WHPpOpPMAITUH, IPUIMHSIIONIEH Bpel WX 3T0POBBIO U Pa3BUTHIO",
PeryIupyIOUIMM OTHOIICHHUS, CBA3aHHBIC C 3alUTON JeTed oT MH(opMaluy, NPUUUHSIOMEH Bpel UX
310poBbI0 U (1K) pazsutrio. CorilacHO JaHHOMY 3aKOHY "WH(GOpMaIMOHHAs O€30MaCHOCTh AeTel" - 3TO
COCTOSIHUE 3AIIMIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIN C MPUYMHEHHEM HH(pOpManuei
Bpe/a uX 3I0POBBIO U (WIH) PU3NIECKOMY, ICUXUIECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansHoro 3akona N 436-D3 undopmarueit, MpUUUHSIONICH Bpel 310pOBbIO M (WIIH)
Pa3BUTHIO JACTEH, SBIACTCS:

1. uabOopMaIMs, 3anpeiieHHas I pacpOCTPaHCHUS CPEIU JIETEH;

2. nH(pOpMaNH, PacTIPOCTPAHEHNE KOTOPOH OTpaHINUEHO CPEAH JIETEH OIpeIeIeHHBIX BO3PACTHBIX
KaTEropuu.

3. K undopmarum, 3arpemeHHoN sl paclipOCTpaHeHHS CPEn AeTeH, OTHOCUTCS:

4. undopmanus, noOyxkaawmas AeTeld K COBSPUICHUIO JEHCTBHUM, MPEACTABISIIOIINX YIPO3y HX
JKU3HU ¥ (WIH) 310POBBIO, B T.U. IPUYUHEHUIO BPella CBOEMY 3I0POBBIO, CAMOYOHUICTBY;

5. c1IOCOOHOCTH BBI3BATH y JAETEl kKellaHWe YIOTPEeOUTh HAPKOTHUECKHE CPEICTBA, TICUXOTPOITHBIC
U (WIM) OAypPMaHMBAIOIIHE BEIIECTBA, TaOadHble W3MEIHs, AJIKOTOIBHYI) H CIHUPTOCOEPXKAILYIO
MMPOAYKIHWIO, ITMBO W HAIIUTKHU, U3TOTABJIMBACMBIC Ha €0 OCHOBE, NPHUHATH YUaCTHC B a3apTHBIX UTIpax,
3aHUMATKLCS IPOCTUTYIHEN, OPOISHKHIYECTBOM WIIH TIOMIPOIIAHIYECTBOM;

6. 000CHOBBIBAIOIIAS MJIM OMPAaBJBIBAIOIIAS JOMYCTHMOCTh HAacWiHsi W (WIIH) KECTOKOCTH JHOO
o0y KJatoIIas OCYIIeCTBISITh HACHIbCTBEHHBIE IEWCTBUS 110 OTHOIIEHHIO K JIFOJIIM U JKHBOTHBIM;

7. oTpHIaIOIIasl CEMEWHbIE IEHHOCTH U (POPMHPYIOIIAsi HEYBAKEHUE K POAUTEINSM U (WIIH) APYTHM
YJIeHaM CEMbH;

8. ompaBapIBaIONIAst TPOTUBONIPABHOE TIOBEICHUE,

9. comeprkariasi HelleH3ypPHYIO OpaHb;

10. cogepxamast HHPOPMALIUIO TOPHOTPAQUIECKOTO XapaKTepa.

K unHbopmanmu, pacnpoctpaHeHHe KOTOPO OrpaHWYEHO Cpelu JeTel OINpeesIeHHOro BO3pacTa,
OTHOCHTCH:

1. nuadopmanus, peacTaBisgeMasl B BUJIe H300paKEHHS WU OIHCAHHS JKECTOKOCTH, (PU3UIECKOTO
1 (WIM) ICUXUYECKOTO HACWIINS, PECTYIIIICHUS HIIM HHOT'O aHTHOOILECTBEHHOT O IeHCTBUS;

2. BbI3bIBaromias y HeTeﬁ CTpax, yXaC WK NNaHUuKy, B T.4. IPEACTaBIAI€Masd B BUIC 1/1306pa>1<eH1/151
WIA OIMCAaHUSl B YHIDKAIOIIEH YelloBeYecKoe JOCTOMHCTBO (OpMe HEHACHIBCTBEHHONW CMEpTH,
3a0oJeBaHus, cCaMOyOHUIiCTBa, HECUACTHOTO CITy4asi, aBapUH WIH KaTacTpodsl U (MITH) UX TOCIIEICTBUIA;

3. mpexacTasisieMast B BUie H300paXCHUS UM OMUCAHKA MOJIOBBIX OTHOLIEHUH MEXIY MY>KUYHMHOH 1
YKSHIITUHOM;

4. coneprkalias OpaHHBIE CJIOBA U BBIPAKEHUS, HE OTHOCSIIMECS K HELEH3yPHOI OpaHH.

C yuerom storo Bam mnpemmararorcst mpasmia paboTel B ceTd VHTEpHET ISl pa3inuyHBIX
BO3PACTHBIX KaTeropui, COONII0JeHNE KOTOPHIX MO3BOJIUT 00eCTIeUnTh HHPOPMATMOHHYIO 0€30MacHOCTb

BaIllUX JETEH.



OO0mue mpaBuJa s poauTesiei

1. HesaBucuMo oT Bo3pacTa pebOeHKa HCIONB3YHTE MPOTPaMMHOE OOecTeueHre, MOMOTAaoIee
¢uIbTpOBaTH W KOHTPONMPOBaTh HMH(OpPMANMIO, HO HE IMoJjaraiiTech MOJHOCTBIO Ha Hero. Barme
BHUMaHME K peOCHKY - TJIABHBIA METO/T 3aIlIUTHI.

2. Ecnim Bam peOeHOKk HMeeT akKayHT Ha OJHOM M3 couuanbHbIX cepsucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru wm T.1m.), BHUMaTeNpHO H3yYHTE, KaKyl0 HHPOPMAIMIO TMOMEMIAIOT €ro
YYaCTHUKH B CBOUX Mpoduisx u Oyorax, BKItoYas GoTorpaduu 1 BUIEO.

3. IlpoBeppTe, ¢ KakMMH OPYTHMH CcaiiTaMH CBA3aH COIMANBHBIA cepBuc Bamero peGeHka.
Crpannuku Bamero pebenka MoryT ObITh 0O€30MacHBIMH, HO MOTYT M COAEP)KaThb CCBUIKM Ha
He)XelaTelbHbIe W OMacHble CalThl (HampuMmep, MOPHOCAWT, WM CAaWT, HA KOTOPOM JIPYT YIIOMHHAET
HOMEp coToBoro Tenedona Bamiero pedenka win Bamn momamniauit anpec)

4. IoompsiiTe Bammx mereit coodmaTs 000 BceM CTPaHHOM WM OTTAIKHUBAIONIEM M HE CIUIIKOM
OCTpO pearupyire, KOraa OHH 3TO JAENaloT (M3-3a2 OMACEHUs MOTEepSATh JOCTYN K VHTepHEeTy neTw He
TOBOPST POTUTENSAM O IPOoOIIeMax, a TakyKe MOTYT HayaTh UCIIONL30BaTh VIHTEpHET BHE IOMa U IKOJIBI).

5. bynpte B Kypce cereBoil xu3Hu Bamero pebenka. iHTepecyiitech, KTo UX py3bsd B HTepHET

TaK K€, KaK HHTEPECYETECh PEAIbHBIMHU APY3bSIMU.

Bo3spacr ot 7 10 8 et

B HuTteprHere peOeHOK cTapaeTcs OCETUTh T€ WM MHBIE CANTHI, a BO3SMOXHO U YaThl, pa3pelieHne
Ha TMOCEHIeHNEe KOTOPHIX OH HE MONy4wi Obl OT pogutesneid. [1o3ToMy poauTeNsiM OCOOCHHO TOJIE3HBI
OyIyT Te OTYeThl, KOTOpBhIE MPEJOCTABIAIOTCS IPOrpaMMaMHU II0 OTPaHUYEHHUIO WCIIOB30BaHUS
WurepHera, T.e. PoauTenbckuii KOHTPOJIb WM TO, YTO Bbl CMOXKETE YBHJETh BO BPEMEHHBIX (haiinax. B
pesynbTaTte, y peOeHKa He OyJeT OIIYIIEHHUs, YTO 32 HUM BENETCS IMOCTOSHHBIA KOHTPOJb, OIHAKO,
poauTenu OymyT MO-TIPEKHEMY 3HATh, KaKMe CAMThI MOCemaeT uxX peOeHOK. JleTn B JaHHOM BO3pacTe
0071a/1al0T CHITBHBIM YyBCTBOM CEMBH, OHU JIOBEPUMBHI M HE COMHEBAIOTCS B apropureTax. OHU IIOOST
WUrpaTh B CETEBBIE UI'PBI U MYTENIECTBOBATh MO MTHTEPHETY, UCHOJIB3Ysl ANEKTPOHHYIO MOYTY, 3aX0AUTh Ha

CalThI U YaTbl, HC PCKOMCH/IOBAHHBIC POJAUTCIIAMU.

Cosetsl 10 6e30nacHoCTH B ceTd HTEpHET 1114 AeTeit 7 - 8 et

1. Co3pmaiiTe CIMCOK TOMAITHUX MpaBWJI mocemieHus: MiHTepHeTa npu ydacTuw nereil U TpebyiTe
€ro BBITIOJTHEHHUS.

2. TpeOyiite oT Baiero pedenka coONrOIeHNsT BPEMEHHBIX HOPM HaXOXKJCHHS 32 KOMITBEOTEPOM.
[Mokaxxute pebeHKy, uTo Bl HabmromaeTe 32 HUM HE TTOTOMY 4TO Bam 3T0 Xouercs, a motomy 4to B
0ecIoKOUTeCh 0 €ro OE30MMaCHOCTH M BCETIa TOTOBEI €My IIOMOYb.

3. KoMmmeroTep ¢ moakimoueHneM K HMHTEpHETY MOIDKEH HAaXOMWTHCS B OOIIEH KOMHATE IO
MPUCMOTPOM POAUTEIEH.

4. Vicionp3yiiTe ceMaIbHbBIC IETCKUE TTONCKOBBIC MAIITHHBI.

5. MHcmome3yiiTe cpencTtBa OJIOKMPOBaHUS HEXKEIATEIbHOIO KOHTEHTAa Kak JIOMOJNHEHHE K
CTaHIapTHOMY POouTEIECKOMY KOHTPOJIIO.

6. Co3naiiTe CEMEHHBIN 3JEKTPOHHBINA SNIUK, YTOOBI HE TMO3BOJUTH JETSIM HWMETh COOCTBEHHBIC

azjpeca.



7. bnokupyiitTe nmoctyn K caifiTaM C O€CIUVIATHBIMM IIOYTOBBIMU SIIMKAMU C IOMOLIbIO
COOTBETCTBYIOIIETO POIPaMMHOI0 00ECIIEYCHUSI.

8. Ilpuyunte nereli coBeroBartbcs ¢ Bamu mepen omyOnMKoBaHHMEM KakoH-mrOo uH(popManuu
CpeICTBaMH 3MEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (GOpPM U poduIeH.

9. HayuuTe nereit He 3arpy»xath (aidibl, IpOrpaMMBbl MM MY3BIKY O€3 BaIllero COrJIACHSL.

10. He pa3pemaiite AeTSM UCTIOIB30BATh CITYKObI MTHOBEHHOTO 0OMEHAa COOOIIECHUSIMH.

11. B "OGenprii" ciucok calToOB, pa3pelIeHHBIX IS MOCEIICHHs], BHOCHTE TOJBKO CAlThI ¢ XOpOIIen
penyTanuei.

12. He 3a0bIBaiiTe OeceqoBaTh ¢ AeThbMH 00 MX Apy3bsix B MHTepHETE, Kak eciii Obl pedb Iuia O
JIPY3bsiX B pEaIbHOM KU3HH.

13. He genaiite "Ta0y" M3 BONPOCOB MOJIOBOW JKHU3HHU, TaK Kak B VMHTepHETE NETH MOTYT JIETKO
HATKHYTHCS HA TIOPHOTPAHIO WIIA CANTHI "1I1st B3pOCTBIX".

14. Ipuyuute Bamero pebenka cooOmare BaM 0 JIOOBIX Yrpo3ax WM TPEBOTaX, CBA3aHHBIX C
WuTepnerom. OcTaBaiiTech CIIOKOWHBIMH W HAIIOMHHUTE JETSM, YTO OHU B 0E30MMAaCHOCTH, €CIA CaMu
pacckazajqd BaM O CBOHMX TpeBorax. [loxBamWTe WX W TOCOBETYHTE MOAONTH emle pa3 B MOAOOHBIX

CIIydasx.

Bo3spacr gereii ot 9 10 12 et

B nanHoM Bo3pacte meTH, Kak IPaBUIIO, y>KE€ HACHBIIIAHbBI O TOM, Kakasi HHQOpMaLus CyILECTBYET B
HuTepuere. CoBeplIeHHO HOPMalbHO, YTO OHH XOTST 3TO YBHJETh, MPOUYECTh, yCHbImaTh. [Ipu 3TOM
HYXHO IIOMHHTB, YTO JIOCTYII K HEXKEJIATEIbHBIM MaTepraliaM MO>KHO JIETKO 3a0JIOKMPOBATh MPH TOMOILU

CpeacCTB Popurensckoro KOHTPOJIA.

Cosetsl 1o Oe30macHOCTH JyIs Aeteit ot 9 1o 12 ner

1. Co3paiiTe CIIMCOK JOMAITHUX MpaBWiI nocemeHus HTepHeT Npu y4acTHH AeTed 1 TpeOyHTe ero
BBITIOJTHEHHSI.

2. TpeOyiite ot Barmero pebeHnka coONrOIeHUsT HOPM HAXO0XKICHHUS 32 KOMITBEOTEPOM.

3. HaGmonatite 3a peOeHKOM MpHU paboTe 32 KOMITBIOTEPOM, IOKKUTE eMy, 4TO Bbl OecriokouTech
0 ero 0e30MMacHOCTH M BCET/Ia TOTOBHI OKa3aTh MY MTOMOIIIb.

4. KommeloTep C mofkioueHHeM B WHTEpHET MOKEH HaxOAWUThCS B oOmIeld KoMHaTe oA
MIPUCMOTPOM POJUTENEH.

5. Hcmone3yiiTe cpeacrtBa OJIOKHPOBAaHUS HEXKEIATEIbHOIO KOHTEHTAa KakK JIONOJHEHHE K
CTaHAapTHOMY PonuTeNnbckOMy KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMATH HEMOCPEACTBEHHOE YUYacTHE B JKU3HU peOeHKa, OeceoBaTh C IETbMHU
00 ux npy3esax B UnTepHeTe.

7. HacraupaiiTe, 4ToOBl AE€TH HUKOTAA HE COMJIAMIANMCH HA JIMYHbIE BCTPEUM C APY3bSIMU II0
NurepHery.

8. Ilo3BonsiiTe NeTsIM 3aX0IUTh TOJBKO HA CAWTHI U3 "0enoro” ciucka, KOTOPBIN CO3/IaliTe BMECTE C
HUMH.

9. Ilpuyuute nereil HMKOrJa HE BBIAABATH JIMYHYIO HWH(GOPMALHUIO CPEACTBAMH 3JIEKTPOHHOU
MOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHHSMH, PETUCTPAIIMOHHBIX (OpPM, JIMYHBIX

npoduiei u Npu perucTpauy Ha KOHKYpChl B IHTepHeTe.



10. [IpuyunTe AeTeit He 3arpyxkaTh IporpamMmsel 60e3 Barmero paspemenns. OOBSICHUTE UM, YTO OHH
MOTYT CITy9aliHO 3arpy3UTh BUPYCHI WIIH JPYTO€ HEeXENATeIbHOE TPOrpaMMHOE 00ecTIeueHue.

11. Co3zpnaiite Bamemy peOeHKY OrpaHUUSHHYIO YUETHYIO 3aMUCh UL padOThI HA KOMITBIOTEpE.

12. Ilpuyuute Bamero peGeHka cooOmaTh BaM O JIIOOBIX YIpo3ax WM TPEBOTaX, CBA3AHHBIX C
WntepueroM. HanoMuuTe feTsiM, 4To OHU B 0€30IIaCHOCTH, €CIIM CaAMHU paccKas3ajii BaM O CBOMX TPEBOTax
Y OTIACEHMUSIX.

13. Pacckaxxute netsim o nopHorpaduu B MIHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI I€TH MPEAOCTABIUTA BaM JOCTYII K CBOEH AIIEKTPOHHOW IOUTE,
YTOOBI BB yOCIUIINCH, YTO OHU HE OOINAIOTCS C HE3HAKOMIIAMH.

15. OOBsicHUTE AETSM, YTO HENb3d WCIOIB30BaTh CETh IS XYJIWTAHCTBA, PaCIpPOCTPaHEHUS

CIUICTEH WU yTPO3.

Bo3zpact npereii ot 13 10 17 aer

B »stom BO3paCTC MNOAPOCTKHU AKTHUBHO HMCIHOJBL3YIOT IIOMCKOBBIC MAIIWHBI, IIOJB3YIOTCA
AIIEKTPOHHOM ITOYTOM, CITy’)kO0aMH MTHOBEHHOTO 0OMEHa COOOIIEHHUSAMH, CKAYUBAIOT MY3BIKY H (DAIHMBIL.
Masbuukam B 3TOM BO3pacTe OOJIbIIe 10 HPaBy CMETATh BCE OIPaHUYCHUS, OHU JKAXKIYT rpyoOro 1oMopa,
a3apTHBIX WP, KAPTUHOK "miist B3pocibix”. J[eBOUKH MpeArnounTaroT o0MIaThCs B YaTaX, MPH STOM OHHU
ropaszio 6oyiee UyBCTBUTEIBHBI K CEKCYAIBHBIM JIOMOTaTeNLCTBaM B MIHTepHeTe.

3ayacTyro B JaHHOM BO3pacTe POAUTEISIM yXKe BEeCbMa CI0KHO KOHTPOJIUPOBATH CBOMX JAETEH, TaK
kak 00 MHTepHeTe OHHM YXKe 3HAIOT 3HAYMTENBHO OoJblle CBOMX poauTened. Tem He MeHee, He
oTmyckaiite gered B "cBoOonHoe miuaBanue" mo MurtepHery. CrapaiiTech aKTHBHO YYacTBOBaTh B
obmienun pedenka B IHTepHeTe.

Baxuo mo-npexxaemMy ctporo co0monars npasuia VHTepHET-0€3011aCHOCTH - COTJIAILICHHE MEXIY
poauTeiIiMMU U ICTbMHU. KpOMe TOTO, HeO6XOILI/IMO KaKk MOXHO 4Yalie InIpoCMaTrpuBaTb OTYETBI O
nesitenbHOcTH Aetedl B MHTepHere. Cnenyer oOpaTWTh BHUMaHHME Ha HEOOXOIMMOCTH COJEPXKaHUS
POIMTENBCKUAX Tapojiei (mapoyieli afiMUHHCTPATOPOB) B CTPOTOM CEKpeTe W OOpaTHTh BHUMAaHHE Ha

CTPOTOCTh 3THX MapoJIeH.

CogeTsl IO 6€301MacHOCTH B 3TOM Bo3pacTe oT 13 mo 17 et

1. Co3naiiTe CIMCOK AOMAIIHMX NpaBWiI TMocemeHus MHTepHeTa NMpH y4acTUH TOJPOCTKOB U
TpeOyiiTe Oe3ycioBHOro ero BeimogHeHHs. OOroBopure ¢ pPeOSHKOM CHHCOK 3alpelleHHBIX CaiTOB
("gepHsbIii criucok"), yacel paboTel B UHTEpHETE, pYKOBOACTBO 10 00IIeHUI0 B IHTEpHETE (B TOM YHUCIIE B
yaTax).

2. KommbloTep ¢ moIKII0ueHHEM K ceTd MIHTepHeT A0JKeH HaXOAUThCS B 00IIel KOMHATe.

3. He 3a0pIBaiiTe OecemoBaTh ¢ IEThbMH 00 UX APY3bsiX B IHTepHETE, O TOM, YEM OHU 3aHATHI TAKUM
o0pa3zom, OynTO peub MAET O IPY3bsiX B peanbHOW *)u3HH. CrpalinBaiTe O JIIOASX, C KOTOPBIMU AETH
001IIat0TCsI TOCPEICTBOM CITYy’KO MTHOBEHHOTO 0OOMEHA COOOIICHHUSIMHY, YTOOBI YOSTUTHCS, UTO T JIIOIH
UM 3HAKOMBL.

4. Ucnone3yiite cpeacTBa OJNOKHPOBAaHHS HEXENATENFHOTO KOHTEHTa KakK JIOTIONIHEHHWE K
CTaHAapTHOMY PonuTeNnbckOMy KOHTPOJIIO.

5. HeoOxogmmo 3HAaTh, KaKUMH dYaTaMH IOJNB3YIOTCS Bamm nmern. Iloompsiite HCIONb30BaHUE

MOACPUPYCMBIX YaTOB U HaCTaHBafITe, YTOOBI JCTH HE O6H_IaJ'II/ICB B IPUBATHOM PCIKUMC.



6. Hacraupaiite Ha TOM, YTOOBI JIETH HUKOTJAa HE BCTPEYAIHChH JIMYHO C JPY3bsIMA U3 CETU
HuTepHer.

7. llpuyunTe meTeil He BBIAABATH CBOIO JHYHYIO MH(POPMAIMIO CPEACTBAMHU 3JIEKTPOHHOW TOYTHL,
9aTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSMH, PETHCTPAITMOHHBIX (HOPM, THIHBIX Ipoduiieit 1 mpu
perucTpannu Ha KOHKypchl B IHTepHeTe.

8. [Ipuyunte mereil He 3arpyaTh mporpammel 6e3 Bamero paspemenns. OObICHUTE UM, YTO OHU
MOTYT CIIy4aifHO 3arpy3UTh BUPYCHI WM IPYTO€ HEKENATeFHOE MPOrpaMMHOE 00ecTieueHHeE.

9. Ilpuyunte Bamero pebGenka cooOmaTs BaM O JIOOBIX yrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
WntepueroM. HamoMHuTE 1ETAM, 4TO OHU B 6€30IaCHOCTH, €CIIM CAMHU paccKa3alld BaM, O CBOMX Yrpo3ax
i TpeBorax. [loxBanuTe WX U TOCOBETYHTE MOAONTH erle pa3 B HOJOOHBIX CIydasX.

10. Pacckaxure netsim o mopHorpadun B MuTepHere. IlomMorure MM 3amUTUTBCA OT cCHama.
HayuuTe moapocTkoB He BBIaBaTh B MHTEpHETE CBOETO peaabHOTO 3JMEKTPOHHOTO ajpeca, He OTBEYaTh
Ha HeKeJaTeNbHbIC TUChMa U MCIIONB30BATh CIIEHAIbHBIC TOYTOBBIC PIIBTPHL.

11. Ilpuyunte cedsl 3HAKOMUTHCS C CallTaMH, KOTOPBIE TIOCEMIAI0T MOIPOCTKH.

12. Hayuure nereit yBaxarh APYrux B UHTEPHETE. Y OCAUTECH, YTO OHU 3HAIOT O TOM, YTO NPaBUIIA
XOPOIIIETO MMOBEACHUS JCHCTBYIOT BE3JIE - IaXKe B BUPTYAITBHOM MHPE.

13. OOBsicHUTE JAETAM, YTO HH B KOEM Cliyyae HEJb3s MCIONb30BaTh CeTh IS XYJIUTaHCTBA,
pacIpoCTpaHEeHUs CIUIETEH WIIH YTPO3 IPYTHM JTEOISIM.

14. OGcyauTte ¢ TOAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX WUIP M WX BO3MOXHBIH PHCK.
Hamomawute, 94TO 1eTH HE MOTYT UTPaTh B 3T UTPHI COTIIACHO 3aKOHY.

[TocTtossHHO KOHTpoONUpPYHTE Hcmoiab3oBaHUe MHTepHera Bammm peGenkom! JTo He HapylieHue
€ro JIMYHOTO TIPOCTPAHCTBAa, a Mepa IMPeIOCTOPOKHOCTH W TMposiBIieHHe Bameli poauTenbekoi

OTBETCTBEHHOCTH Y 3a00THI.



